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SAP TOOLS

TO BACKUP THE ORACLE DATABASE
FOR THE SAP R/3 SYSTEM

Introduction

All the business application data
of the three-tiered SAP R/3 client/
server system is saved in a relational
database. It is therefore essential not
only to backup profilesand SAP R/3
programs, but also data and other
components of the relational databa-
se in sufficiently short intervals.

For the mainframe environment,
backup programsthat meetall requi-
rementsforacomprehensive backup
are available . However in contrast,
for open operating systems like
UNIX, for along time only rudimen-
tary backup programs have been
available (e.g. ‘dd’, ‘cpio’, ‘tar’). The-
se are not well-suited for backing up
a relational database because:

B They do not deal with special
problems that may be encoun-
tered during a database backup

B They do not provide tape mana-
gement

SAP therefore offers its own bak-
kup programs. It provides tools that
enable an easy and complete backup
of the R/3 system ensuring smooth
system operation.
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The following SAP Tools are
available for backing up and mana-
ging ORACLE database backups:

®m BRBACKUP

Backup of datafiles, control files
and online redo log files of the
database

®m BRARCHIVE

Archiving of the offline redo log
files

m  SAPDBA

Database administration,
BRBACKUP/BRARCHIVE pro-
gram calls, automatic restore/re-
covery, log administration [1]

The following platforms are sup-
ported:

B HP-UX, AIX, SINIX, DG/UX,
SUN Solaris, OSF/1,SEQUENT/
PTX, AT&T System V.4, Win-
dowsNT

General Information

BRBACKUP/BRARCHIVE for
backing up data are command line
programs and can therefore simply
be scheduled in the background.
Online help is provided for entering
parameters. The messages of both
programsareavailablein Englishand
German.

The backups are based on the
following programs:

B ‘cpio’ in a UNIX environment
(‘cp’ for a backup to disks)

B MKS-"cpio’ for WindowsNT

m External backup programs that
can beaccessed viathe BACKINT
interface program (see figure 1)

All actions are logged in the file
system and corresponding database
tables. When BRBACKUP/BRAR-
CHIVE run, they also save backup
logs and profiles.

BRBACKUP/BRARCHIVEallow
extensive volume management. To
use the functions provided, the volu-
mes need to be initialized with
BRBACKUP/BRARCHIVEtoensure
that they include an SAP-specific la-
bel. Volumes that have not been re-
leased for use cannot be overwritten,
if the label specifies that they are still
locked.

The names and number of volu-
mes required for BRBACKUP/
BRARCHIVE or BRRESTORE can be
determined in advance using the
query mode, without starting a bak-
kup or restore.

SAP R/3 Release 3.0 will allow a
complete and detailed verification to
be carried out when the backup is
completed. Up tonowthiscould only
be done by comparing information
in the logs with the order of the files
on the volumes.

BRBACKUP

The SAP BRBACKUP tool allows
an online or offline backup of the
controlfile, of datafilesinindividual
or all tablespaces and if necessary of
theonlineredologfiles (seefigure 1).
In addition BRBACKUP saves the
profilesand logs relevant for the bak-
kup.
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Fig. 1: SAP ORACLE backup (with SAP tools)

In addition to the actual backup,
BRBACKUP also performs the follo-
wing:

B Automatically changes the state
ofthe database depending onthe
type of backup wanted (online or
offline)

Checks the status of files

B Sets the relevant database para-
meters

B Optimizes the data distribution
on the backup media. The algo-
rithmfor distributionis specially
adapted to the requirements of a
database backup i.e. to backing
up a small number of very large
files. The distribution of data
depends on whether you carry
out a serial (disk or tape) or par-
allel (locally connected backup
device) backup

m  Software compression, if the op-
tion is selected

B Saves to hardware compressing
tape stations, taking previously
determined compression rates
into account

The BRCONNECT program en-
sures that the database status requi-
red for the online/offline backup
remains unchanged during the bak-
kup.

The saving rates largely depend
on the number of tape stations in use
and the CPU load (particularly when
software compression is used). For
example, when5hardware compres-
sing4mm DAT tape stationsare being
used, saving rates of 5 GB/h (net) can
be achieved.

From SAP R/3 Release 3.0, it will
also be possible to backup any files
ordirectoriesyou wish. However, the
backup of a directory will be restric-
ted to the files it contains. This will
enable backups of all SAP objects that
do not belong to the database (e.g.
programs, SAP start profiles, selec-
ted logs etc. [4]).

BRARCHIVE

The SAP tool, BRARCHIVE, al-
lows you to archive the offline redo
log files i.e. the online redo log files
saved to the archiving directory by
ORACLE (seefigurel). BRARCHIVE
also saves all the logs and profiles of
the archiving process. It only sup-
ports tapes as storage media.

Reasons for archiving offline redo
log files:

® Inthe event of a failure, a consi-
stent database status can only be
recovered, ifall relevantredolog
files are available.

B Thedatabase system ofaproduc-
tive R/3 System has to be opera-
ted in the ARCHIVELOG mode
(to prevent overwriting of notyet
saved online redo log files). To
protect the archive directory
against overflowing, it has to be
emptied regularly.

B Anonline backup of data files is
of no use if the related redo log
files are missing. It is therefore
necessary to archive the offline
redo log files generated during
the online backup immediately
after running BRBACKUP.

Forsecurity reasons, BRARCHIVE
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Fig. 2: SAP ORACLE backup (via interface)

offers duplicate archiving of offline
redo log files (redundant serial or
parallel archiving is possible).

On the basis of the logs,
BRARCHIVE canensurethatredolog
files are not deleted before they have
been archived and that the same files
are archived once or twice.

BRARCHIVE allows the databa-
seadministrator to continually archi-
ve offline redo log files. This means
that the archiving directory, where
ORACLE places the offline redo log
files, can be kept free by continually
archiving and then deleting current
redo log files.

BRRESTORE

The SAP tool, BRRESTORE, will
be available from SAP R/3 Release
3.0 [4]. BRRESTORE can be used to
restore files of the following type:

B database data files, control files
and online redo log files saved
with BRBACKUP

m  offline redo log files archived
with BRARCHIVE

B non-database files saved with
BRBACKUP

You canspecify files, tablespaces,
complete backups, log sequence num-
bersof redo log files or the position of
a file on tape. The BRRESTORE pro-
gram automatically determines the
corresponding backup tape and the
position of the files needed on the
tape. BRRESTORE checks whether
therequired free disk space isavaila-

ble to allow the files to be restored.
Backup Concept

Toalargeextent, the backup con-
ceptdependsonthe changingamount
of data, the available hardware and
tolerated downtimes in case of an
offline backup or arecovery. Arelia-
ble backup conceptisessential to deal
with situations such as:

B database failure dueto faulty disk

B database failure due to handling
errors

B resetting the database to a pre-
vious status

A possible backup strategy for the
ORACLE database of a productive
R/3 System is;

m  Full backup (offline) every week

®  Fullbackup (online) every second
day (a daily backup would be
ideal)

®  Daily backup of the offline redo
log files (double, possibly conti-
nuous, especially when mass data
is transferred)

Double backup of offlineredo log
files after an offline backup or
directly after an online backup

Possibly an additional logical
backup (using ORACLE export)
of the most important tables

The amount of data involved
varies. Itranges fromabout4 GB with
little redo information (when R/3 is
used more or less asa DSS System) to
about50GB, with 2 GB redo informa-
tion per day, when a production sy-
stem is using OLTP processing. Ca-
pacity planning for the future has
estimated values of up to 500 GB data
in a database (depending on the ap-
plication). The backup procedure for
such largeamounts of data has to take



intoaccounttolerated downtimesand
technical strategies that ensure high
availability and preventfailures. This
can, for example, be achieved by
using an ORACLE parallel server
configuration, disk mirroring with a
RAID system or having a ,,standby*
database system.

All measures taken to prevent
hardware failuredonothelpifalogi-
cal error occurs. For this reason, re-
storing (BRRESTORE) and recover-
ingdata (e.g. withSAPDBA) [1] isjust
as important as the already discus-
sed data backup (BRBACKUP,
BRARCHIVE). For further informa-
tion refer to the manual [3,4] or other
SAP information sources suchas OSS.

External Backup Programs

AIlISAP backup programscan call
the interface program BACKINT via
an open interface that enables them
tocommunicate with an external bak-
kup program (see figure 2). General-
ly this interface program is imple-
mented and sold by the vendor of the
external backup program. SAP assu-
mes responsibility for defining
BACKINT and guarantees the
functionality related to BRBACKUP,
BRARCHIVE, BRRESTORE and
SAPDBA.

Allthe external backup programs
mentioned (see fig. 3) support well-
known UNIX operating systems on
the client side. Under WindowsNT
the products HIBACK, NETWOR-
KER (Test) and ARCserve (planned)
are currently available for the client
side. Many vendors offer a link to
OBACKUP (ORACLE PARALLEL
BACKUP/RESTORE UTILITY), but
this cannot be used for productive
operation until it has been released
by ORACLE.

Atpresentwe recommend the use
of the SAP tool BACKINT, as descri-

At present solutions are available for:

Vendor Product Client Server OBACKUP SAP-Inter face:
Interface Interface BACKINT

IBM ADSM UNIX, 0S/2, MVS, AIX/6000 Test productive
WINDOWS,
NETWARE

HP OMNIBACKII  UNIX, HP Test productive
NETWARE

Hinrichs&Hin.  HIBACK UNIX, UNIX, no productive
WIN-NT, WIN-NT,
NETWARE NETWARE

At the latest, the product NETWORKER (LEGATO) will be supported in
Release 3.0:

Vendor Product Client Server OBACKUP SAP-Interface:
Interface Interface BACKINT
LEGATO NETWORKER UNIX, UNIX, Test Test,
WIN-NT, (productive
NETWARE NETWARE 4. Qrt. 95)

The following interfaces are in a project planning phase:

Vendor Product Client Server OBACKUP SAP-Inter face:
Interface Interface BACKINT
EPOCH EPOCH UNIX, UNIX, Test planned
BACKUP NETWARE NETWARE
CHEYENNE ARCServe  UNIX, UNIX, spec. Agent planned
WIN-NT, WIN-NT, (without
NETWARE NETWARE OBACKUP)

Fig. 3: External backup programs
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1
System K11
Database, DB Server ORACLE hs@8813 Database backup logs available
Day, Time 11.681.1995 12:28:54

Backup function Begin of backup End of backup RC 0S log name

becmonduwz  ant
bcmoiach ant
bemocyti  ant
bcmnxzep ant
becmnxxso ant

22.04.1994 19:47:21
21.04.1994 18:39:55
28.04.1994 18:88:06
19.0%.1994 17:40:19
19.84.1994 17:23:50

23.64.1994 00:32:22 | 0060
21.04.1994 23:26:45 | 0000
28.84.1994 23:32:31 | 0088
19.0%.1994 22:39:14 | 8000
19.84.1994 17:24:18 | 8865

FullOnline, Tape
FullOnline, Tape
FullOnline, Tape
FullOnline, Tape
FullOnline, Tape

FullOnline, Tape | 15.04.1994 19:00:39
FullOnline, Tape 14.84.1994 21:34:29
FullOnline, Tape | 13.84.1994 18:88:06
FullOnline, Tape 12.0%.1994% 18:36:46
FullOnline, Tape 11.04.1994 18:16:26
FullOnline, Tape 08.04.1994 18:26:44
FullOnline, Tape | 07.04.1994 18:45:50
FullOnline, Tape A6.84.1904 18:36:82
Fullonline, Tape 05.04._1994 18:30:11
FullOnline, Tape 91.83.1994 1B:46:54
FullOnline, Tape | 30.03.1994 18:10:31
FullOnline, Tape 29.83.1994 18:085:53
FullOnline, Tape | 28.03.1994 18:03:28
FullOnline, Tape 25.83.1994 18:86:81 25.83.1994 22:89:48 a8ae | bemjfjnl  ant
FullOnline, Tape | 24.02.1994 18:23:16 | 24.83.1994 22:05:59 8680 | bcmjange ant +

15.64.1994 23:13:01 gaea
15.84.1994  @1:21:55 a888
13.04.1994 23:83:36 aaaa
12.048.1994  22:24:44 | 0000
11.04.1904 23:17:05 GLL )
08.04.1994 23:05:41 0000
67.0%.1994 22:49:12 L1
86.84.1994 22:37:44 | 00868
05.04._1994 22:14:16 GLLT
31.83.1994 23:43:51 L
30.83.1904 23:11:m1 a8en
29.83.1994 22:36:00 | 6060
28.63.1994 23:64:03 0800

bcmnepbr  ant
bcmnaexp  ant
bcmmuoug  ant
bcmmptni  ant
bemmktxi  ant
bcmlwbjw ant
becmlrfgu  ant
bemlmgpe  ant
bcmlhigp ant
bemkiuru  ant
bcmkdtqt ant N
bcmjyvkz ant
bemjtxki  ant

- »
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Fig. 4: CCMS - overview
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] I Snl] @zl ElelekEl

| Next information I ‘ Oper.system log I

Backup protocol from 16.61.1995 , 28:15:22 Return code:8665 Error in processing *
Uolume Pos End time File ID File Hame

182K11 8804 |18.01.1995-20:23:49 | 8489 foracle/K11/sapdatal8/clui_1/clui.datal

182K11 BA65|18.081.1995-20:43:21 8a11 /Joracle/K11/sapdatal8/ddici_1/ddici.datal

162K11 0006 |10.01.1995-208:46:17 | 0817 /oracle/K11/sapdatai0/loadi_1/loadi.datal

182K11 0867 |10.01.1995-20:52:08| 0623 /foracle/K11/sapdatal@/proti_1/proti.datat

183K11 0004 |10.01.1995-21:00:18| 0620 /foracle/K11/sapdata6/pooli_1/pooli.datal

161K11 6064 108.01.1995-21:10:51| 6665 /foracle/K11/sapdatat/btabd_1/btabd.datal

185K11 80064 168.01.1995-21:27:54| 08246 /oracle/K11/sapdata2/sourced 2/sourced.data2
181K11 8665 |10.91.1995-22:192:53 | 8818 /foracle/K11/sapdatai/ddicd_1/ddicd.datal

183K11 8885 |108.01.1995-22:19:53 | 8A32 /oracle/K11/sapdata6/stabd_5/stabd.data5

162K11 0068 |16.01.1995-22:19:54) 0637 /oracle/K11/sapdataie/stabi_2/stabi.data2

184K11 6004|16.01.1995-22:19:55| 8616 /oracle/K11/sapdatat/repold 2/repold.data2

102K11 0009 | 10.01.1995-22:31:04| DA38 foracle/K11/sapdatalo/user1d_1/userid.datal

106K11 8004|108.01.1995-22:56:18 | 6804 foracle/K11/sapdata28/tenp_1/temp.datai

181K11 6686 | 10.81.1995-22:59:51| 815 foraclefK11/sapdatal/repold_1/repold.datal

183K11 00686 |10.01.1995-23:04:11| 8836 /oracle/K11/sapdata6/stabi_1/stabi.datai

1682K11 0010/ 10.01.1995-23:23:48| 0a12 foracle/K11/sapdata%/docud_1/docud.datal

102K11 8611|10.081.1995-23:31:21| 8624 foracle/K11/sapdata®/rp_1/rp.datal

181K11 080867 |16.01.1995-23:37:33| 0029 foracle/K11/sapdatal/stabd_2/stabd.data2

103K11 00087 | 18.01.1995-23:56:15| 0822 foracle/K11/sapdataS/protd 2/protd.data2

182K11 A812 | 11.081.1995-00: 67 :53 | AA35 /foracle/K11/sapdata9/stabd_8/stahd.dataB

101K11 0008 | 11.01.1995-00:28:43| 0406 foracle/K11/sapdata3/btabd_2/btabd.data2

182K11 86813 | 11.81.1995-00:29:05| 8813 /foracle/K11/sapdataZ/docui_1/docui.datal

103K11 6068 |11.01.1995-00:31:42| 6831 /foracle/K11/sapdata5/stabd_4/stabd.datal

181K11 A8A9 | 11.01.1995-81:05: 04 8819 /foracle/K11/sapdata3/poold_2/poold.data2

182K11 8814|11.981.1995-81:86:53 | 88682 foraclefK11/sapdataZ/roll1_1/rolll.datal

183K11 BA69 | 11.81.1995-81:89:54| 8825 foracle/K11/sapdatad/sourced_1/sourced.datal
1082K11 8815 11.081.1995-01:28:55| 8627 /foracle/K11/sapdataZ/sourcei_1/sourcei.datal +
[ 5
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Fig. 5: CCMS - detailed display of a backup
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bed here, to implement a company-
wide, uniform backup strategy. A

major advantage of this procedure is
that it allows easy database admini-
stration via SAPDBA, particularly in
the case of a database recovery.

For more information on the ex-
ternal backup programs, please con-
tact the relevant vendor [5-10].

CCMS LINK

CCMS (Computing Center Mana-
gement System) allows the schedu-
lingofanonline backup withBRBAC-
KUP. Starting an offline backup with
BRBACKUP and starting the BRAR-
CHIVE program will also be suppor-
ted from SAP R/3 Release 3.0.

CCMS lets you display the follo-
wing:
m  Overview of all backups perfor-
med with BRBACKUP/BRAR-
CHIVE (see figure 4).

B All detailed information (see fi-
gure 5) including the runtime of
the actions and the amounts of
data transferred

B init<SID>.sap profile used du-
ring the backup

Preview



In future, ORACLE will offer the
backup program ORACLE PARAL-
LEL BACKUP/RESTORE UTILITY
(OBACKUP) as part of its standard
package. The programisaninterface
to an external backup program (see
figure 3) that has to be purchased
separately. You can obtain further
information on the current state of
this solution from the database ven-
dor [2].

Besides consolidating existing
features, SAP R/3 Release 3.0 also
provides the following new
functions:

B Backup of non-database fileswith
BRBACKUP

B SAPtoolBRRESTORE integrated
in SAPDBA for restoring files

m  Verification of completed bak-
kups

®  Enhancement of the CCMS

functionality toschedule backups

(e.g. BRARCHIVE archiving,
BRBACKUP offline backups)

m  Support of raw devices

Support of the OPS configurati-
on
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