WIRELESS COMMUNICATION

Computer science and Engineering Department      
Bhausaheb mulik College of Engineering, Butibori, Nagpur, Maharashtra.
PRESENTED BY:

· LAMESHWARI GOUTAM
· PRIYANKA BODADKAR 

· PRATIKSHA LOKHANDE
 ABSTRACT: 
What does wireless communication exactly mean? The communication all over the world using the different networks Local Area Network (LAN), Metropolitan Area Network (MAN), Wide Area Network (WAN) wirelessly is basically called as wireless communication. Wi-Fi is the name for wireless LAN communication, which is being extensively used today. WiMax is the name for wireless MAN that is a recent technology, which is still to come into use, and is creating talks all over the world as of now.

 
Wireless communication is the transfer of information between two or more points that are not physically connected. Distances can be short, such as few meters for television remote control, or as far as thousands or even millions of kilometer for deep-space radio communication. The examples of wireless technology includes GPS units, garage door opener, garage doors, wireless computer mice, keyboards and headset, radio receivers satellite television cordless telephones. Wireless operations     
permit services, such as long range communications, that are impossible or impractical to implement with the use of wires.
1. INTRODUCTION: 
Wireless does not mean sparks, noise, or a lot of   switches. Wireless means communication without the use of wires where the antenna, the ether and ground take place of wires. Radio means exactly the same thing: it is the same process. Communication by wireless waves may consist of an SOS or other messages from a ship at sea or the communication may be simply connecting to the Internet to check email. It does not become something different in either spelling or meaning.

New and existing wireless services share much in common. They all provide coverage using a cellular like network of radio base stations and antennas. They all use mobile switches to manage that network, allowing calls, arranging handoffs between cells, and so on. 

    Advancements in wireless technology and the adoption of industry standards help ensure fast connections and compatibility for wireless devices. Wireless technology can provide a cost-effective, secure network for your home or office. 
This proves most of the myths about wireless technology wrong.

         One of these myths is whether wireless networks are costly to set up. Wireless networks are generally not so expensive to set up and 

Maintain than the regular wired networks. Wireless networks eliminate one of the most expensive 

Parts of setting up a network – the running cables through the ceiling and walls of our homes to each 

Computer. Any time changes are required to be made to the network – like for example, if a computer is needed to be moved from one room to another, it is necessary to run new cables. 

    A wireless network can save this cost of running the cable, and also the time it takes to run the cable to each computer. And if we ever move to another home, our wireless network can go with us whereas a regular wired network cannot. 

    Then there always is the question whether wireless networks are secure. Data and information transmitted and received via wireless signals is secure. So we can feel free to make the most of convenient Internet services 

Without worrying about passing confidential information over our wireless network. 

    Another myth would be whether wireless networks are slower. While wireless products cannot equal the speed of a wired connection products allow users to transmit information at speeds up to 54 Mbps (Megabits per second), or nearly 900 times faster than 56K2 dial-up connection.

2. Wireless Local Area Network (WLAN):

Basically the key feature of any data network is the interconnection of two or more computers. The common way to connect to the computers is through the usage of electrical wires or optical cables, which are known as, bounded media. It is so called because the energy used to exchange data remains within the medium itself. LAN i.e. local area network is a network whose components are within complete control of your own organization.

    The Local Area Network (LAN) is by far the most common type of data network. As the name suggests, a LAN serves a local area, typically the area of a floor of a building etc. LANs are made mainly of personal computers and their related hardware. LANs can be found in almost every size and type of organization and they are useful for everything even for small things like printer sharing as well as big crucial business and financial operations. Once connected to the LAN users can take advantage of it like sharing the disk space of printers. Connection to the LAN also allows them to share files, emails, schedules and group projects.  

    Intermediate nodes like bridges and switches allow LANs to be connected together to form larger LANs. A LAN may also be connected to another LAN or to WANs and MANs using a server.

To summarize, a LAN is a communications network, which is:

· Local (i.e. restricted one building or a group of buildings) 

· Controlled by one administrative authority. 

· Assumes other users of the LAN are trusted. 

· Usually high speed and is ALWAYS shared. 

LANs allow users to share resources on computers within an organization, and may be used to provide a shared access to remote organizations through a server connected to a Metropolitan Area Network (MAN) or a Wide Area Network (WAN).

3. wireless Metropolitan Area Networks (MAN):

A Metropolitan Area Network (MAN) is one of a number of types of networks. A MAN is a relatively new class of networks, it serves a role similar to an ISP, but for corporate users with large LANs. There are three important features, which discriminate MANs from LANs or WANs: 

    The network size falls intermediate between LANs and WANs. A MAN typically covers an area of between 5 and 50 km diameter. Many MANs cover an area the size of a city, although in some cases MANs may be as small as a group of buildings. A MAN is not generally owned by a single organization. The MAN, its communications links and equipment are generally owned by either a group of users or by a single network provider who sells the service to the users. A MAN can be said to be similar to a large LAN.

4. WIRELESS SECURITY:
Wireless security is the prevention of unauthorized access or damage to computers using wireless networks.  Without properly setting up, a user sets themselves up for certain risks that could be prevented or at least halted. Using even the most basic form of protection is better than nothing. The most common types of wireless security are Wired Equivalent Policy (WEP) and Wi-Fi Protected Access (WPA). WEP is one of the least secure forms of security. A network that is secured with WEP has been cracked in 3 minutes by the FBI. WEP is an old IEEE 802.11 standard from 1999 which was outdated in 2003 by WPA or Wi-Fi Protected Access. WPA was a quick alternative for those wishing to get away from the problematic WEP security. There are some pieces of hardware that cannot support WPA2 without being replaced or having the firmware upgraded. WPA2 uses encryption device which encrypts the network with a 256 bit key. This adds a multitude of security more than WEP does to the wireless network.

5. BLUETOOTH:
Bluetooth is a technology standard for exchanging data over short distances (using short wavelength radio transmissions in the ISM band from 2400-2480 MHz) from fixed and mobile devices, creating personal area networks (PANs) with high levels of security. Created by telecoms vendor Ericsson in 1994, it was originally conceived as a wireless alternative to RS-232 data cables. It can connect several devices, overcoming problems of synchronization.

 A master Bluetooth device can communicate with a maximum of seven devices in a piconet (an ad-hoc computer network using Bluetooth technology), though not all devices support this limit. The devices can switch roles, by agreement, and the slave can become the master (for example, a headset initiating a connection to a phone will necessarily begin as master, as initiator of the connection; but may subsequently prefer to be slave).

6. OSI Model or OSI Reference Model: 

The Open Systems Interconnections Reference Model is a layered abstract description for communications and computer network protocol design. It is also called as the OSI seven-layer model.

6.1. Purpose of OSI Model:

The model divides the functions of a protocol into a series of layers. Each layer has the property that it only uses the functions of the layer below, and only exports functionality to the layer above. A system that implements protocol behavior consisting of a series of these layers is known as a 'protocol stack' or 'stack'. Protocol stacks can be implemented either in hardware or software, or a mixture of both. Typically, only the lower layers are implemented in hardware, with the higher layers being implemented in software.

    Its main feature is in the junction between layers, which dictates the specifications on how one layer interacts with another. This means that a layer written by one manufacturer can operate with a layer from another.  The logical separation of layers makes reasoning about the behavior of protocol stacks much easier, allowing the design of elaborate but highly reliable protocol stacks. Each layer performs services for the next higher layer, and makes requests of the next lower layer.

7. Description of Layers:
7.1. Layer 1:

Physical layer:
The physical layer defines all electrical and physical specifications for devices. This includes the layout of pins, voltages, and cable specifications. Hubs and repeaters are physical-layer devices. The major functions and services performed by the physical layer are: 

· Establishing and terminating a connection to a communications medium. 

· Participating in the process whereby the communication resources are effectively shared among multiple users.

7.2. Layer 2: 

Data link layer:

The Data link layer provides the functional and procedural means to transfer data between network entities and to detect and possibly correct errors that may occur in the Physical layer. The addressing scheme is physical which means that the addresses are hard-coded into the network cards at the time of manufacture. The best-known example of this is Ethernet. This is the layer at which bridges and switches operate. Connectivity is provided only among locally attached network nodes. 

7.3. Layer 3:

Network layer: 

The Network layer provides the functional and procedural means of transferring variable length data sequences from a source to a destination via one or more networks while maintaining the quality of service requested by the Transport layer. The Network layer performs network routing, flow control, segmentation/ 

Desegmentation and error control functions.

The server operates at this layer -- sending data throughout the extended network and making the Internet possible.

7.4. Layer 4: 

Transport layer:

The purpose of the Transport layer is to provide transparent transfer of data between end users, thus relieving the upper layers from any concern with providing reliable and cost-effective data transfer. The transport layer controls the reliability of a given link. Some protocols are connection oriented. This means that the session layer can keep track of the packets and retransmit those that fail.

7.5. Layer 5: 

Session layer:

The Session layer provides the mechanism for managing the dialogue between end-user application processes.

7.6. Layer 6:

Presentation layer:

The Presentation layer relieves the Application layer of concern regarding syntactical differences in data representation within the end-user systems. Encoding, encryption and similar manipulation of the presentation of data is done at this layer. An example of a presentation service would be the conversion of an EBCDIC-coded text file to an ASCII-coded file. 

7.7. Layer 7: 

Application layer:

This is the highest layer. This layer interfaces directly to and performs common application services for the application processes. 

8. Wi-Fi (Wireless Fidelity):

If you have a network in your home or office, there are several different ways to connect the computers on your network together. Wi-Fi is the wireless way to handle networking. It is also known as 802.11 networking and wireless networking. The big advantage of Wi-Fi is its simplicity. You can connect computers anywhere in your home or office without the need for wires. The computers connect to the network using radio signals, and computers can be up to 100 feet or so apart. A local area network (LAN) is a computer network covering a local area, like a home, office or small group of buildings such as a college. LANs are different from personal area networks (PANs), metropolitan area networks (MANs) or wide area networks (WANs). LANs are typically faster than WANs. When using Ethernet the computers are usually wired to a hub or to a switch. This constitutes the physical transport mechanism.

8.1. HotSpots:

Imagine having wireless access to the Internet in various public places like cafes, hotels, airports etc. This is what HotSpots provide!!

    A HotSpot is a specific geographic location in which an access point provides public wireless network services to mobile visitors through a wireless network. For a user to access the network through a HotSpot, he has to pay some initial fee. HotSpots are normally located in areas that are largely populated with mobile computer users like restaurants, airports etc.

8.2. Configuring Wi-Fi:


On the newest machines, an 802.11 card will automatically connect with an 802.11 hotspot and a network connection will be established. As soon as you turn on your machine, it will connect and you will be able to browse the Web, send email, etc. using Wi-Fi. On older machines you often have to go through this simple 3-step process to connect to a hotspot: 

· Access the software for the 802.11 card -normally there is an icon for the card down in the system tray at the bottom right of the screen. 

· Click the "Search button" in the software. The card will search for all of the available hotspots in the area and show you a list. 

· Double-click on one of the hotspots to connect to it. 

On ancient 802.11 equipment, there is no automatic search feature. You have to find what is known as the SSID of the hotspot (usually a short word of 10 characters or less) as well as the channel number (an integer between 1 and 11) and type these two pieces of information in manually. All the search feature is doing is grabbing these two pieces of information from the radio signals generated by the hotspot and displaying them for.

9. 802.11 STANDARDS:

802.11a:  

It describes a wireless LAN that operates in the 5GHz frequency range and provides a data transmission speed of up to 54Mbps.The 5GHz range is less crowded with devices than the 2.4GHz range, so there is less risk of interference.

802.11b:
It is the most widespread wireless LAN standard. It describes a wireless LAN that operates in the 2.4GHz frequency range with a data transmission speed of up to 11Mbps (This specification was also known as Wi-Fi, but that term now encompasses newer standards such as 802.11a.


802.11d: 

Because countries use different bands of the radio spectrum, this standard was developed to allow International Roaming of devices. It essentially tells systems which frequencies to use and when to send data. Some Airlines and Airports use this standard for transferring data between the parked plane and the airport terminal.

802.11e:
It provides Quality of Service (QoS) support for LAN applications, which will be critical for delay-sensitive applications such as Voice over Wireless IP (VoWIP). The standard will provide classes of service with managed levels of QoS for data, voice, and video applications.

802.11g:
It describes a wireless LAN that operates in the 2.4GHz frequency range. It provides a data transmission speed (over short distances) of up to 104Mbps. The latest chipsets have the potential to reach 140Mbps in transfer rate. Same as 802.11b, the 2.4GHz range is already crowded with various devices, so signal interference is a risk.

802.11i: 

This supplemental draft standard is intended to improve WLAN security in the form of WPA and WPA2 for 802.11a and 802.11b. It defines new encryption key protocols including the Temporal Key Integrity Protocol (TKIP) and the Advanced Encryption Standard (AES). It requires an additional coprocessor because the AES is more processor demanding. 

802.11j:
It provides Enhancements to the current 802.11 with 4.9GHz - 5GHz Operations in Japan.

802.11k: 

It provides Radio Resource Measurements of WLANs.

802.11ma: 

It provides Enhancements to the current 802.11 Standard to provide Technical Corrections and Clarifications 


802.11n: 

It provides Enhancements to the current 802.11 Standard to provide improvements Throughput

802.11r: 

It is developed to improve the roaming of clients as they move from network to network.

802.1x: 

It is a security standard for wired and wireless LANs. It encapsulates EAP processes into Ethernet packets instead of using the protocol's native PPP (Point-to-Point Protocol) environment, thus reducing some network overhead. Consume minimal processing power.

802.16: 

Also called WiMax. Broadband capability with transmission up to 30 miles and works with people on fast moving cars and trains up to 155 miles per hour. Expect equipment to be sold in early 2005.

802.20:
     Something still much at work. 

A notE about wireless devices:


Wi-Fi works in the 2.4 GHz frequency band. This is the same frequency that most of the cordless phones use. This is the reason Wi-Fi and cordless phones cannot coexist happily on the same frequency. Phones tend to destroy wireless connections. It is possible, however, to set the channels properly on the wireless network and on the phones so that they do not interfere 

    There are three standards, and they all begin with 802.11, the Wi-Fi specification. The three variants are "b", "g", and "a", which gives us 802.11b, 802.11g, and 802.11a. The fastest Wi-Fi currently works at 54Mbps. That is 54 Mega bits per second, about 1000 times faster than a 54Kbps modem. "g" and "a" both work at this speed. "b" works at a relatively slower 11Mbps.
 Well, now that a standard is decided, we can get into the Wi-Fi devices. For that we will need: 

· A Wireless Access Point (AP) 

· Wireless Adapters for each computer

    An Access Point is the hub of the wireless connection. Each computer connects to the AP and talks through it. The AP is responsible for sharing the high-speed Internet connection 

10. WiMAX:

Today, there are basically three different options to access the Internet.

1. Broadband

2. Wi-Fi 

3. Dial-up

Broadband access: 
It is normally through DHL or cable modem and in offices it may be through a T1 or T3 line.

Wi-Fi access: 

It can be through Wi-Fi server set up in the house or the Wi-Fi hot spots in restaurants, hotels, coffee shops and libraries.

Dial-up access: 

The reason why dial-up access is used extensively is either because broadband access is not available or because it is expensive. Also broadband does not reach in all areas. The
Main problem with Wi-Fi access is that hot spots are very small and so coverage is sparse.    

    A technology which will give us high speed of broadband service, which is less expensive than cable and DSL with a larger coverage area and that too WIRELESS!! Such technology is actually coming into being now and its called WiMax.  WiMax means Worldwide Interoperability for Microwave Access. Its IEEE name is 802-16.

    WiMax is wireless metropolitan area network (MAN) technologies that will connect IEEE 802-16 hot spots to the Internet and provide a wireless extension to cable and DSL. IEEE 802-16 provides upto 50 km of linear service area range and allows users connectivity without a direct line of sight to base station. This technology also provides shared data rates up to 70 Mbit/sec, which according to WiMax proponents, is enough bandwidth to simultaneously support more than 60 businesses with T1 type connectivity and well over a 1000 homes at 1Mbit/sec DSL – level connectivity.

    WiMax operates on the same general principles as Wi-Fi -- it sends data from one computer to another via radio signals. A computer (either a desktop or a laptop) equipped with WiMax would receive data from the WiMax transmitting station, probably using encrypted data keys to prevent unauthorized users from stealing access. The fastest Wi-Fi connection can transmit up to 54 megabits per second under optimal conditions. WiMax should be able to handle up to 70 megabits per second. Even once those 70 megabits are split up between several dozen businesses or a few hundred home users, it will provide at least the equivalent of cable-modem transfer rates to each user. 

    The biggest difference isn't speed; it's distance. WiMax outdistances Wi-Fi by miles. Wi-Fi's range is about 100 feet (30 m). WiMax will blanket a radius of 30 miles (50 km) with wireless access. The increased range is due to the frequencies used and the power of the transmitter. Of course, at that distance, terrain, weather and large buildings will act to reduce the maximum range in some circumstances, but the potential is there to cover huge areas of land. Citywide blanket coverage of wireless Internet access sounds great, but companies are not going to go around setting up WiMax base stations out of sheer kindness. Who is going to pay for WiMax?  It depends how it will be used.  There are two ways WiMax can be implemented - as a zone for wireless connections that single users go to when they want to connect to the Internet on a laptop ("super Wi-Fi" implementation) or as a line-of-sight hub used to connect hundreds of customers to a steady, always-on, high-speed wireless Internet connection. 
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