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ABSTRACT

Virus attacks and intrusion attempts have been causing lots of troubles and serious damages to almost all the computer users. Ever the day, one starts using a computer, virus infection becomes an issue of concern. One is always left in a frightened situation, worried about the security of crucial data, completion of mission critical tasks and achievement of important goals. 
Antivirus software currently available is particularly suitable for detecting and eliminating known viruses. This traditional concept is becoming obsolete because it 

Doesn’t do anything about new threats. Encrypted viruses pose a major headache. These are viruses coded using encryption software, which cannot be identified by antivirus software. The only product which can defend against these is antivirus software with so-called “sandboxing” abilities. This means that they can track down and neutralize viruses despite their encryption. This is modeled on the multiple operating systems at the same time concept. It allows us to run malicious code in a protected environment so that the code can’t harm our data. Sandboxing can protect our system against unknown threats because it operates within a few simple rules. We could, for example, define our system registry as being off-limits to changes.  

Sandboxing is where an antivirus program will take suspicious code and run it in a Virtual Machine (secure from the rest of the system) in order to see exactly how the code works and what its purpose is. The proactive antivirus technology basically involves enclosing a running application in what is called a “SANDBOX”. The sandbox is responsible for trapping downloaded applications in a controlled environment such as the temporary files folder where it monitors them for malicious code. This means that before we have a chance to release a potentially harmful virus into our network, the software will lock it away from critical network resources.
1. INTRODUCTION
Due to a variety of reasons, signature based antivirus scanning is becoming largely ineffective as the main tool against newer varieties of malicious computer code. Many of those infected were probably good Internet citizens, running antivirus software with up-to-date signatures that should have stopped every known virus in the world. Unfortunately, too often today, worms get into the wild before antivirus companies can create and distribute appropriate signatures. Technically, most recent worms are fairly unsophisticated, but they all use clever social-engineering tricks (the email address of someone known to the recipient, with enticing subject lines, message text, and attachment names) to make people open the files, thus kicking off incredibly rapid outbreaks.

Even the most talented and nimble antivirus companies, however, need a few hours to capture and examine a virus and write a signature so that customers can update their antivirus. This cause the major attacking scenario called “DAY ZERO ATTACK”. Clearly we will need a way to detect viruses and worms based on something other than signatures. Heuristic scanning does this. But the problem with this technique is that it takes so many system resources. So this becomes ineffective for desktop systems. The problems mentioned above caused the arrival of new technology called SANDBOXING. It is uses the general concept of running more than one operating system in a single environment.

 2.WHAT IS A SANDBOX?

Sandboxing is a simple security concept; a sandbox is a "sealed" container, which allows un-trusted programs to have executed within the sandbox. Essentially, programs can only "plays" within the sandbox, much as children were allowed to make anything they want to within the confined limits of a real sandbox. The sandbox can be conceived as a small area within the user's computer where an application's code can play freely - but it's not allowed to play anywhere else.

2.1. Components of Sandbox
There are 4 main components, which make up a complete sandbox environment. The four major components are:
 1.the application that is to be executed, 
 2.the sandbox itself which provides the restrictive access, 
 3.the sandbox manager, which controls the sandbox and 
 4.the system resources those malicious codes, will try to access. 

 Figure illustrates an overview of a sandbox environment.
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Fig.2.1.An overview of the sandbox environment
2.1.1. Applications
There are two types of applications: Trusted and non-trusted.

Trusted Application

If content and integrity of an application is completely trusted. It is called trusted application A trusted application should be given full access to critical system resources, as the content of the trusted application is believed to be legitimate.
Untrusted Application

An un-trusted application is an application which its content and integrity is unknown. The actions that the un-trusted application performs can be legitimate or malicious. Since the content of the un-trusted application cannot be determined until, it is actually executed. It is necessary to execute it inside a sandbox, which it could access only limited resources.

2.1.2. Sandbox

Sandbox is the restrictive environment which applications can be executed in. It provides restricted and limited resources, which applications inside it can access.

2.1.3. Sandbox Manager

A sandbox manager controls the sandbox. It is responsible for determining which resource accesses are allowed. If the resources that the un-trusted application inside the sandbox tries to access are non-critical, access will be automatically given; otherwise, if the resources are critical or sensitive, the Sandbox Manager will then have to alert the user, possibly block such access, or prompt for user's input.

2.1.4. System Resources

     
These are hardware or software resources access to which is allowed or denied. Eg; files, network connections etc. 
3. WORKING OF THE SANDBOX

Sandbox works in its own simulated operating system capable of emulating any OS, including DOS, OS/2, and Windows.

The advantage of simulating multiple operating systems is that it allows to catch viruses created for different platforms. It could, for example, stop Linux viruses on a Windows machine that's not even running Linux. That should reduce the number of potential virus carriers out there in the world. 

The sandbox security model provides a tightly controlled set of resources for foreign programs to run in, such as a small "scratch-space" on the disk and a section of memory to carry out instructions. The sandbox may allow some user interaction, and the user may be prompted to allow or disallow certain actions as the program runs.

Sandbox freezes an image of its simulated machine or speed up. It's like setting Windows in hibernation mode so that it doesn't have to go through the entire boot-up process when it's called upon.

3.1. Simulating Process Memory

To make most Win32 viruses work in a simulated computer, thread support per process must be supported by the simulated operating system. A slot of CPU cycles must be given to each thread running. The simulated OS faces the same 'problems' as the real one does with regard to over​head in management of all these threads. It is extremely easy to make threads, and viruses make remote threads in other processes. If this isn't supported, many viruses can't be detected.

  
There are several ways viruses can go resident in the windows Operating System. The first Windows9x viruses allocated memory pages and hooked the file system. The new major viruses have started external threads of already running applications giving then new functionality. To make these viruses also work on the simulated computer, our Windows clone Operating System must provide the same possibilities and APIs.API means Application Program Interface. It is the interface between the application to be run and the software module. These APIs must also be simulated to provide viruses the chance of looking at the already running processes and act there upon. Since the application running doesn’t have direct access to the memory space of other running applications, APIs are provided to do this. Security identifiers are also provided for additional security and these should be included in the Windows clone Operating System. 

3.2. What Is A Lan And How Do Viruses Use Them?

Luckily, viruses can't physically look at the computer and say - 'Hey, it's a fake'. They cannot follow the physical cable and verify to whom they're actually speaking. They are relying on APIs and looking intro structures to 'explore' network capabilities. Extending the simulating computer towards LAN and Internet simulation is a matter of simulating the right APIs and filling in the correct structures.

The various 'networked' simulated computers can communicate within the LAN using given APIs. It is not connected to the real Internet.

3.3. How Do Viruses Send E-Mails?

Viruses can emails in a number of ways. Some contain more code than others. Many pre​pare the mail as a big chunk of data, and send it off to a SMTP server. Using high-level lan​guages, like Visual Basic Scripts (VBS), the virus author doesn't need to know the details of how it works - general APIs are provided. Building the entire architecture for simulation purposes, you do need to know the details of how it works.

Basically, they open a socket against a SMTP server and send the contents they want transmitted. They must insert the commands and headers, and do some decoding if it is going to attach some​thing binary from the already infected system. Some viruses talk to predefined SMTP servers; others carry addresses of SMTP servers they successfully communicated with earlier, and other again use the configuration in the 'Default mail account' settings in the Registry.

3.4. Connect the Simulated Computer To The Internet

The simulated computer isn't connected to the 'real world', and cannot see whether files or IP addresses are valid or available. An option is to make callbacks available to the engine to verify addresses or download files. This must be an option, or many home users will suffer from band​width problems on their analogue lines, or even large corporations with thousands employees scanning their computers - image on access systems. It's more realistic a feature to put on the mail gateway, and scan mail attachments. The contents downloaded from an address could be copied into the simulated computer, and cannot touch the 'real' computer.

 3.5. Update the Simulated Computer And The Lan

All the software residing on the simulated hard disk is located in our signature data file. This signature file can be updated using incremental signature files.

4. CONCLUSION

Sandboxing technology is the only solution that can effectively combat viruses against new, unknown attacks. But the vendors of Sandbox product don’t view them as a full security solution; rather sandbox acts as a safety net to catch attacks that slip through are main antivirus program and other protection. And also only signature scanning can precisely identify the worms and virus. The intention of normal sandbox is to detect current threats to our system. Legacy DOS COM viruses and other known executable viruses are not detected by Normal Sandbox. Ordinary virus definition files do this.

