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Abstract- Spy Software (also called “Computer Monitoring Software”) is undetectable software the runs on a computer, and secretly records a computer user by capturing all keystrokes, websites visited, documents read, chat conversations, etc. Some of the more real life popular uses of such application are child Internet-monitoring, and employee monitoring, or simply making sure no one uses your computer improperly when you are gone. The level of monitoring done can vary from just logging all the key strokes of the user, to getting screenshots of the computer’s desktop, and all the way to making a full video recording of the user’s actions.  It creates detailed reports for the software installer, which is hidden from the person being monitored. Desktop Spy secretly takes pictures of the given computer screen, records all applications  loaded, web sites visited, chat conversations, E-mail activity, and anything else that is visible on the screen. You can take pictures of the entire screen or just of active Window and save the pictures in JPEG format. Desktop Spy has features to save images at folder, compress the images and send on specified email id at predefined time intervals.
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1. INTRODUCTION 

Spy Software (also called “Computer Monitoring Software”) is undetectable software the runs on a computer, and secretly records a computer user by capturing all keystrokes, websites visited, documents read, chat conversations, etc. Some of the more real life popular uses of such application are child Internet-monitoring, and employee monitoring, or simply making sure no one uses your computer improperly when you are gone.


The internet is full of ads for different types of tracking software to download for monitoring your family, friends, anyone who uses your computer after you’re gone, etc. With the Internet exposing the surfers to any type of information, including those inappropriate to minors or even illegal and abusive to all, the need for such programs increases and becomes a must-have software to any house hold today. The level of monitoring done can vary from just logging all the key strokes of the user, to making screenshots of the computer’s desktop on predefined typed words. Spying software can also be in the form of web based service. In this type of spying service, the owner is not required to physically access the monitored computer to view the recordings. Everything is saved and maintained on a web server.

Our project consists of building full applicable spying software with all common features (and more) included, such as: Recording key strokes, mouse movements and clicks, websites visited, programs visited and files changed and viewed, dates and times of different actions, making snapshots of the computer screen at pre-defined events. Any combination of the above is possible to define for a specific software run. Furthermore, we implemented a web server which can completely control the application that runs on a remote computer. We have such options as enable or disable our running application or close it completely; we can check if the user is currently working on the machine or not, send the log files created to our Email, or even instantly send the logs we choose to our computer. Furthermore, a technique for fast install of the software on any computer, also making it load on start-up was developed. In this scenario, you can install the application with a single click, making sure it starts running even after computer reboot. 

1.1 SPYWARE 

Spyware exists because information has value and is  most often bundled as a hidden component of popular and free software widely available for download [1]. Some common examples of applications hosting spyware are file-sharing tools and instant messaging clients. Spyware is  typically designed to collect user information usable for marketing campaigns, e.g., via toolbars, pop-up windows and spam E-mail messaging. Amazingly, close to 88% of consumer PCs was found to be infected by spyware and an average of 20 instances of spyware was found for every 1000th enterprise computer scanned in 2006 [2]. One report claims that the spyware industry earned over $2 billion distributing and installing software that monitored 

and reported on its victims in 2004 [3]. The anti-spyware industry, on the other hand, “only” earned an estimated $100 million the same year although its revenue is projected to reach $1.2 billion by 2010.
1.2 HOW SPYWARE OPERATES

Depending on the goal of the information-gathering functionality of spyware, the nature of the gath-ered information varies among spyware programs. Some spyware programs only send the time ofuse and other statistical data. Other spyware programs that incorporate improved advertising corre-late the gathered data. In order to keep the gathered information linked to a specific installation, all the information sent to the spyware publisher needs to be uniquely identified.  The unique identifier must be stored on the user’s computer. There are different methods for creat-ing the unique identifier. The two most commonly used methods are generating a Globally Unique Identifier (GUID) and storing a cookie on the hard disk during the installation of the spyware  program. A GUID contains data that is unique to a computer's hardware. A cookie is the technical term for a file that contains data, which a specific program often uses. The data that a cookie 

contains depends on the program that creates it. In the case of spyware, a cookie could contain uniquely identifiable data such as the user name, computer specifications, and installation version. Every time the spyware program sends information to the spyware publisher, the unique identifier is sent as well, allowing the spyware publisher to update the customer database. Figure 1 shows how the spyware publisher and the users are connected, and the data that is stored on each side  of the connection.
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Fig 1: Connections & Stored Data

2. PROBLEM DEFINATION
 
In some scenarios, when you want to go outside and your desk top is at home, when you are out of station, you want to know what your employee is surfing on the internet, if you want to spy on your child’s activities that what he is browsing on the internet, what you will do? There is no way to know that what is being browsed on any desktop. If you want to know what somebody is doing on your desktop behind you, there is no option available which gives you the browsing history of any computer system. But here we provide you the solution Desktop Spy.
3. DESIGN AND IMPLEMENTATION
3.1 MODULES

The complete application is divided into three modules. The modules are

· Registry Helper

· CaptureTimerControl_tick
· MailSendTimer_tick

a) REGISTRY HELPER

The first module is registry helper. This module plays a significant role in the application as it registers our application in the computer registry. Once the application is registered in computer registry then there is no need to run our application every time the computer is started, instead it will run automatically. This module will use two registry keys viz. sub key and super key. This keys will get reference to Software\ Microsoft\ Windows\ Current Version with permission to write to it. Using these registry keys the application will be registered in desktop registry at the startup.
b) CAPTURETIMERCONTROL_TICK

The second module is Capture Timer Control_tick which is the base of the application. This module uses the timer control which will execute automatically at a particular time interval. This module will automatically capture the  screenshots and compress it so that the image will not consume too much memory space. This module uses some predefined functions provided by C# to capture and compress the screenshots.

c) MAILSENDTIMER_TICK

This is the third module of the application. The mailSendTimer also uses a timer control. This module is used to compose an email and send it to administrators email ID. This will get executed implicitely at particular time interval according the timer setting. The mailSendTimer sets the SMTP path for sending email because it is simple and safe. The images are sent over internet as email content and  not as an attachment. This will make the image viewing more simple.
3.2 DATAFLOW DIAGRAM:
                  Fig below shows the data flow diagram. The application is to be registered in operating system registry. Initially it is checked whether the application is registered or not. If yes, then control switches to captureTimerControl_tick module which uses the timer control which will execute automatically at a particular time interval. But if not registered then the registry has be done first. 

                    The captured images are get stored in temp folder i.e the temporary folder. Then the mailing process starts. In mailing process the sender and receiver are registered by path .The mail which is sent from the sender gets received by the receiver. The screenshot of images are compressed and sent to the Administrator as a part of message and not as a attachment.    
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 Fig 2: Dataflow Diagram
3.3 SCREENSHOTS
[image: image3.jpg]St a5 desktop Bcbgrong
o Music ffq
I Pictures
B videos Rotate clockvise
Rotate cauterclockuise
¥ compuasr Scanfor Vitises
& Losal Disk (€ Srenwil o
Local Disk (27 o
b B Aot
) ‘B Addto Capturefbrar’
G etwark! B Conpeandenl,
2 Compiess to " Captureldrar” and el
@ winzip "
Festore previous versions
= | Captured6ipg Dstetaiier: Specify date taken Raing: L Sise 2BINB Aitthers: Add an suthor Cament akes: Add tet
P Trge Addatsg Dimasion 1366 3758 Tile Add atile Cafments: Add cohmmants

To putthem in the new ocation, use the Paste cammand.





[image: image4.png]MainForm.cs [Design] spp.config | Settings.cs | Settings.settings

% et e (e




[image: image5.png]@ Geneal

Capture
s Advanced

F
) Hotkeys
D —

© abou

ww Spybsenal com





[image: image6.png]



[image: image7.png]LastFieNo
LastSertFleMo

MaiSendDelay 00:05:00
Passiord Email password 1

Paih cMemp
Smtp SMTPIP
T

UserName.

Duration





4. conclusion


Desktop Spy monitors the users activity by capturing the images of the screen and stores it in the folder specified by the administrator of the respective computer system. It also sends the captured images through an e-mail to the administrator by compressing them internally. It sends the images as  a part of message and not as an attachment.
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