SPARK’2016

An Approach for Mitigating Data Theft Attacks By Using Fog    Computing

Sneha Puri             KDK College of Engineering, Nagpur  snehapuri13@gmail.com  
Monali Kamble      KDK College of Engineering, Nagpur  monakamble14@gmail.com
Shruti Makde         KDK College of Engineering, Nagpur  makde.shruti05@gmail.com 
Pragati Kamone    KDK College of Engineering, Nagpur  pragatikamone99@gmail.com 

Abstract – New computing and communications paradigms arise new data security challenges. Existing data protection mechanisms such as encryption have failed in preventing data theft attacks, especially those perpetrated by an insider to the database provider. We propose a different approach for securing data in the database  using offensive decoy technology it comes to call fog computing. We monitor data access in the cloud and detect abnormal data access patterns. When unauthorized access is suspected and then verified using challenge questions, we launch a disinformation attack by returning large amounts of decoy information to the attacker. This protects against the misuse of the user’s real data. Experiments conducted in a local file setting provide evidence that this approach may provide unprecedented levels of user data security in database environment.
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I. Introduction 
      Nowadays, there are billions of devices connected to the internet. A new platform was needed to fulfill all the requirements. Hence a new platform called as fog computing was introduced that delivers a new set of web applications and services to the end users.

     Data theft attacks are amplified if the attacker is a malicious insider. This is considered as one of the top threats attacks. While most customers are well-aware of this threat, they are left only with trusting the service provider when it comes to protecting their data. 

     The Twitter incident is one example of a data theft at-tack from the Cloud. Several Twitter corporate and per- sonal documents were ex-filtrated to technological website Tech Crunch [3], and customers’ accounts, including the account of U.S. President Barack Obama, were illegally acessed [6]. The attacker used a Twitter administrator’s Password to gain access to twitter’s corporate documents hosted on Google’s infrastructure as Google Docs. The damage was significant both for twitter and for its customers.
     While this particular attack was launched by an outsider, stealing a customer’s admin passwords is much easier if perpetrated by a malicious insider. Rocha and Correia outline how easy passwords may be stolen by a malicious insider of the Cloud service provider. The authors also demonstrated how Cloud customers’ private keys might be stolen, and how their confidential data might be extracted from a hard disk. After stealing a customer’s password and private key, the malicious insider get access to all customer data, while the customer has no means of detecting this unauthorized access.
     Much research in Cloud computing security has focused on ways of preventing unauthorized and illegitimate access to data by developing sophisticated access control and encryption mechanisms. However these mechanisms have not been able to prevent data compromise. Van Dijk and Juels have shown that fully homomorphic encryption, often acclaimed as the solution to such threats, is not a sufficient data protection mechanism when used alone [6].

     On the basis of  above concept we propose a completely different approach to securing the database  of banking system  using decoy information technology, that we have come to call

fog computing. We use this technology to launch disinformation attacks against malicious insiders, preventing         distinguishing the real sensitive customer data from         worthless data. In this paper, we propose that rather than blocking the invalid user we will be throwing him on fog this will help us to trap unauthenticated user
II. Problem Statement
A) Authentication

     Authentication module is nothing but checking validation of the user. Here we check whether the user is authenticating i.e. user himself has his own login id and password for his own account. In this module of our system, it will check that whenever any user enters his login id and password correctly. OTP (one time password) when the user enter the password correctly an otp of four digit no will be send to his email. If he enters the one time (OTP) password correctly, he will be allowed to carry further procedure. On the other hand if he enter the password incorrectly he would be given a chance to reenter the password and again new OTP will be send to this mail but still if he again enter the wrong password further second time he will be considered as an Unauthenticated user. Hence admin on the basis of doubt can consider him as an unauthenticated user and will thrown him on a fake server i.e.  Fog Server.

  B) User Profiling

     User profiling is a well known technique that can be applied here to model how, when, and how much a user accesses their information in the database. Such ‘normal user’ behavior can be continuously checked to determine whether abnormal access to a user’s information is occurring. This method of behavior-based security is commonly used in fraud detection applications. Such profiles would naturally include volumetric information, how many documents are typically read and how often. These simple user specific features can serve to detect abnormal data access based partially upon the scale and scope of data transferred.
     The second module of our system is user profiling. Profiling means checking the behavior of user. Here behavior refers to user is authenticate or unauthenticated. In user profiling we also provide how many times user has accessed the same page by using volumetric information profiling. On the basis of schema and the data accessed by the user user profiling, checks whether he is valid or invalid.
C) Original Setup
      The setup provided is for Bank Security System. We are providing security to the Bank Website. Overall setup is an online setup. Client- Server communication is carried out. The main motto is to provide security during transaction. If the user is authenticate he will be allow to carry further transaction. At any moment if the system feels that the user is unauthenticated or hacker at that same instant of time he will be thrown on Fog and will be restricted from carrying any further transaction.

D) Fog Setup
     Many proposals have been made to secure remote data in the database using encryption and standard access controls. It is fair to say all of the standard approaches have been demonstrated to fail from time to time for a variety of reasons, including insider attacks, miss-configured services, faulty implementations, buggy code, and the creative construction of effective and sophisticated attacks not envisioned by the implementers of security procedures[1]. Building a trustworthy cloud computing environment is not enough, because accidents continue to happen, and when they do, and information gets lost, there is no way to get it back. One needs to prepare for such accidents. The basic idea is that we can limit the damage of stolen data if we decrease the value of that stolen information to the attacker. We can achieve this through a ‘preventive’ disinformation attack.

     Fog setup is similar to the original setup or we can say it’s a mirror image of the original server. It is basically the last but the most important module of the setup. It is a manipulation setup. At any instance when the admin or system 

feels that the user is unauthenticated he will be thrown on the fog server. As it is similar to the original setup even though the unauthenticated user is thrown on the fog he will not get the idea that he is being manipulated. He will be given the freedom to carry any sort of transaction but it will not affect the real database as the connectivity of the fog server to the database is halted. But meanwhile the admin will try to get IP address of the unauthenticated user as well as will send a mail to the valid user that someone is trying to access his account. As the unauthenticated user is manipulated he will be in confidence that he is successfully accessing the account but intact he is getting trapped.

III. Securing Data Base With FOG
      We can limit the damage of stolen data if we decrease the value of that stolen information to the attacker. We can achieve this through a ‘preventive' disinformation attack. We posit that secure transaction services can be implemented given two additional security features,
A. User Behaviour Profiling   

      It is expected that access to a user’s information in the database will exhibit a normal means of access. User profiling is a well known technique that can be applied here to model how, when, and how much a user accesses their information in the database. Such ‘normal user’ behavior can be continuously checked to determine whether abnormal access to a user’s information is occurring. This method of behavior-based security is commonly used in fraud detection applications. Such profiles would naturally include volumetric information, how many documents are typically read and how often.[1] 

B. Decoy
     Information can be generated on demand and serve as a means of detecting unauthorized access to information. Serving decoys will confound and confuse an adversary into believing they have accessed using useful information, when they have not. This technology may be integrated with user behavior profiling technology to secure a user’s information in the system. Whenever abnormal access to a transaction service is noticed, decoy information may be returned by the checking of Psychometric test and delivered in such a way as to appear completely legitimate and normal. The true user, who is the owner of the information, would readily identify when decoy information is being returned by the admin, and hence could alter the Admin’s responses through a variety of means, such as challenge questions, to inform the Cloud security system that it has inaccurately detected an unauthorized access. In the case where the access correctly identified as an unauthorized access, the security system would deliver unbounded amounts of bogus information to the adversary, thus securing the user true data from unauthorized disclosures. The decoys, then, serve two purposes [1]:

(1) Validating whether data access is authorized

When abnormal information access is detected, and

(2) Confusing the attacker with bogus information.

IV. Algorithm
A.  Linear Congruential Generator

     A linear congruential generator (LCG) is an algorithm that yields a sequence of pseudo-randomized numbers calculated with a discontinuous piecewise linear equation. The method represents one of the oldest and best-known pseudorandom number generator algorithms. The theory behind them is relatively easy to understand, and they are easily implemented and fast, especially on computer hardware which can provide modulo arithmetic by storage-bit truncation.

B. Attributes Based Encryption

     Attribute-based encryption is a type of public-key encryption in which the secret key of a user and the ciphertext are dependent upon attributes (e.g. the country he lives, or the kind of subscription he has). In such a system, the decryption of a cipher text is possible only if the set of attributes of the user key matches the attributes of the ciphertext. A crucial security aspect of Attribute-Based Encryption is collusion-resistance: An adversary that holds multiple keys should only be able to access data if at least one individual key grants access.

     Attribute-based encryption (ABE) is a relatively recent approach that reconsiders the concept of public-key cryptography. In traditional public-key cryptography, a message is encrypted for a specific receiver using the receiver’s public-key. Identity-based cryptography and in particular identity-based encryption (IBE) changed the traditional understanding of public-key cryptography by allowing the public-key to be an arbitrary string

V. Conclusion
        In this position paper, we present a novel approach to Securing personal and account data in the online banking database. We propose monitoring data access patterns by using fog computing to determine if and when a malicious insider illegitimately accesses someone’s documents in a Cloud service. Decoy documents stored in the Cloud alongside the user’s real data also serve as sensors to detect illegitimate access. Once unauthorized data access or exposure is suspected, and later verified, with challenge questions for instance, we inundate the malicious insider with bogus information in order to dilute the user’s real data. Such preventive attacks that rely on decoy technology could provide unprecedented levels of security in the database.
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